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“Blockchain” architecture
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Blockchain ecosystems

https://www.hyperledger.org https://r3.com

Ethereum
https://entethalliance.org/publications/

https://www.hyperledger.org/projects/besu

https://polkadot.network

https://consensys.net/quorum

https://www.avalabs.org

https://diem.com https://onflow.org

https://cosmos.network

https://casperlabs.io

https://minaprotocol.com

https://moonbeam.network

https://ethereum.org

https://solana.com https://near.org
https://bitcoin.org

https://celo.org

https://scrt.network

https://www.binance.org/en/smartChain

https://www.xdaichain.com

https://lukso.network

Blockchain 
protocols
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https://lukso.network/


Layer 2

Layer 2 chains

Ethereum

Optimism Polygon zkSync



Decentralized protocols

https://livepeer.org

https://filecoin.io
https://thegraph.com

https://chain.link

https://provable.xyz

https://hoprnet.org

https://iex.ec

https://www.nucypher.com

https://mysterium.network

https://helium.com

https://foam.space

Proof of location

VPN

Video transcode

Compute

Wireless network

Oracle

Oracle

Encrypt/decrypt

Privacy network ~tor

File storage
Index data

https://ipfs.io

File storage

https://oceanprotocol.com

Data marketplace

https://www.bosonprotocol.io

Physical goods

https://mattereum.com

Job runner

Fund transactions

https://radicle.xyz

https://keep3r.network

https://ethgasstation.info

Github

Physical goods Other 
decentralized 

protocols
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Fungible tokens (ERC20)

ERC20

https://coinmarketcap.com/tokens

https://coinmarketcap.com/nl/currencies/uniswap/
https://coinmarketcap.com/nl/currencies/tether/
https://coinmarketcap.com/nl/currencies/chainlink/
https://coinmarketcap.com/nl/currencies/usd-coin/
https://coinmarketcap.com/nl/currencies/wrapped-bitcoin/
https://coinmarketcap.com/nl/currencies/aave/
https://coinmarketcap.com/nl/currencies/crypto-com-coin/
https://coinmarketcap.com/nl/currencies/binance-usd/
https://coinmarketcap.com/nl/currencies/ftx-token/
https://coinmarketcap.com/nl/currencies/huobi-token/
https://coinmarketcap.com/nl/currencies/multi-collateral-dai/
https://coinmarketcap.com/nl/currencies/synthetix-network-token/
https://coinmarketcap.com/nl/currencies/the-graph/
https://coinmarketcap.com/nl/currencies/sushiswap/
https://coinmarketcap.com/nl/currencies/compound/
https://coinmarketcap.com/nl/currencies/maker/
https://coinmarketcap.com/nl/currencies/unus-sed-leo/
https://coinmarketcap.com/nl/currencies/pancakeswap/
https://coinmarketcap.com/tokens


Non fungible tokens (NFT) (ERC721)

Market 
places

Fan tokens
(social)

Collectables

Records
https://niftygateway.com

https://opensea.io

https://rarible.com

https://3lau.com

https://nbatopshot.com

https://v.cent.co

https://nonfungible.com

https://nftfi.com

NFT 
Collateralized 

loans

https://niftex.com

ERC20 
fractions
of NFTs

Art

Identities

Authorisation

https://niftygateway.com/
https://opensea.io/
https://rarible.com/
https://3lau.com/
https://www.nbatopshot.com/
https://v.cent.co/
https://nonfungible.com/
https://nftfi.com/
https://niftex.com/


Defi building blocks

https://landing.coingecko.com/how-to-defi

Stablecoin
Algoritmic
Stablecoin

Lending
Borrow

Decentralized
exchange

Decentralized
derivative

Decentralized
lottery

Decentralized
insurance

Defi 
dashboard

Prediction 
market

Provide 
Liquidity 

StakingOnramp

Dex
aggregator

Defi token 
aggregator

DAO

https://landing.coingecko.com/how-to-defi


Combining Lego pieces
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Characteristics of blockchains

Perfect audit trail of writes
No audit trail for reads

Anyone can read (everything)
Confidentiality : low

No-one can change 
(previous) state)

Integrity: high

Very distributed database
Availability: high

Fix bugs by 

redeploying codeModules are re-used (also in 

unexpected ways)

Blockchain with encryption / zero 
knowledge proofs

Low Integrity
A

va
ila

b
ili

ty

High

High

High

Blockchain

Traditional 
database



Performance blockchain

Slow
Reading 
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Blockchain
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Amounts of data vs Costs

Low Amount of data
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High

Expensive

Cheap



First generation blockchains

Bitcoin transfer

https://dailyblockchain.github.io

https://txstreet.com/v/btc

Mempool

https://dailyblockchain.github.io/
https://txstreet.com/v/btc


Black box 1st generation

Blockchain

Account
Transfer 
currency

Read 
state

Anyone



Architecture 1st generation

Blockchain

Order transactions

Process transactions

Replicate to 
all nodes
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Create
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Read 
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transaction

Miner 
reward
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Architecture 1st generation

Blockchain

Order transactions

Process transactions

State
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Second generation blockchains

Blockchain

Contract creationEth transfer

Contract invocation

http://ethviewer.live/

Mempool

http://ethviewer.live/


EthViewer

http://ethviewer.live/

Contract creation

Eth transfer

Contract invocation

http://ethviewer.live/


Black box 2nd generation

Blockchain

Account

Transfer 
currency

Create
Contract

Call
function

Read 
state

Anyone



Architecture 2nd generation

Blockchain

Order transactions

Process transactions

State

Replicate to 
all nodes

Transfer 
currency

Create
Contract

Call
function

Update 
state

Account
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Read 
state

Anyone

Perform 
transaction

Miner 
reward

Transfer currencySmart 
contract

Transactions

Blockchain Block
Transaction

Transaction

Transaction

Transaction
Block

Transaction

Transaction

Transaction

Transaction
Block

Transaction

Transaction

Transaction

Transaction

Call 
function



Third generation blockchains

Blockchain

Contract creation

Coin transfer

Contract invocation

Core code



Blockchain

Objects and interactions

Contract Account 
(CA)

Smart 
Contract
pragma 
solidity 
^0.5.0;

0x826a7865…

Data structures Mini bank

Externally Owned 
Account (EOA)

0xEA9a7c7c…

Bank balance



Blockchain

Contract Account 
(CA)

Interactions between addresses

Transfer 
ETH

Function 
call

Create
Contract

Externally Owned 
Account (EOA)

Smart 
Contract
pragma 
solidity 
^0.5.0;

Contract 
Account 

(CA)

Externally 
Owned 
Account 

(EOA)

Create
Contract

Externally 
Owned 
Account 

(EOA)

0xEA9a7c7c…

0x826a7865…

Function 
call

Transfer 
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Transfer 
ETH



Blockchain

Contract Account (CA)

Smart Contract
pragma solidity ^0.6.0;

Functions of a smart contract

Transfer ETH
(or no call data)

Function call

Create contract

0x826a7865…

receive ()

function abc() 

constructor() 

abc

unknown

function def() 
def

fallback ()



Geth



RPC Interface

RPC interface
• HTTP(s)
• WS(S) - WebSockets
• IPC (geth)

Ethereum Blockchain

Geth (Go 
Ethereum)

Open
Ethereum

Client

https://github.com/ethereum/wiki/wiki/JSON-RPC#json-rpc-support

https://github.com/ethereum/wiki/wiki/JSON-RPC

Gateway

Infura

RPC interface
• HTTP(s)
• WS(S) - WebSockets

Cloudflare

https://github.com/ethereum/wiki/wiki/JSON-RPC#json-rpc-support


PC : Browser + MetaMask

Architecture MetaMask

Ethereum 
Blockchain

Gateway

Infura
Chrome

Web page 
(html & 

javascript)

Web3.js Injected
provider

Provider 
Interface

MetaMask
Extension

Accounts
& Private keys

RPC 
interface

RPC
Web3.js 
interface

https://web3js.readthedocs.io

https://eips.ethereum.org/EIPS/eip-1193

https://eth.wiki/json-rpc/API

Snaps

https://github.com/MetaMask/metamask-snaps-beta/wiki/Snaps-API

https://docs.metamask.io/guide/ethereum-provider.html https://docs.metamask.io

https://web3js.readthedocs.io/
https://eips.ethereum.org/EIPS/eip-1193
https://eth.wiki/json-rpc/API
https://github.com/MetaMask/metamask-snaps-beta/wiki/Snaps-API
https://docs.metamask.io/guide/ethereum-provider.html
https://docs.metamask.io/


ERC20 VeryBasicToken.sol

https://github.com/web3examples/ethereum/blob/master/token_examples/VeryBasicToken.sol

https://github.com/web3examples/ethereum/blob/master/token_examples/VeryBasicToken.sol


ERC721 Token Functions
Information functions (optional)

• name() 

• symbol() 

Token interactions

• ownerOf()

• transferFrom()

Safe token interactions

• safeTransferFrom()

Delegated token interactions

• Approve()

• setApprovalForAll()

• getApproved()

• isApprovedForAll()

• Receive NFT’s

• onERC721Received()

• Verification

• supportsInterface() 

• Metadata

• setTokenURI()

• tokenURI()

https://github.com/ethereum/EIPs/blob/master/EIPS/eip-721.md

https://..../10.json

{
"description": "web3examples demo",
"external_url": "https://web3examples.com", 
"image": "https://web3examples.com/logo.png", 
"name": "web3examples"

}

https://github.com/ethereum/EIPs/blob/master/EIPS/eip-721.md


IPFS: Content Identifiers (CIDs)

https://docs.ipfs.io/

Content Identifier (CID)
(hash)

Content

https://blog.infura.io/an-introduction-to-ipfs

QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ

CID1

Content1

CID2

CID3

Content2

Content3

https://docs.ipfs.io/
https://blog.infura.io/an-introduction-to-ipfs


IPFS Gateways

https://ipfs.io/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ

http://127.0.0.1:8080/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ

https://ipfs.io/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ
http://127.0.0.1:8080/ipfs/QmTSYYGTmBKa3qtqsBy5jLaEqvScuP4A3k6p1KV65b9hNQ


User accounts/ 
personal storage

Query

TheGraph

Management 
Prometheus / Grafana

PC : Browser, MetaMask, Opera, Gnosis 
Safe (personal/teams),  Web3connect

Mobile : Opera, MetaMask
mobile, Gnosis Safe

Architecture

Ethereum Blockchain

Geth (Go 
Ethereum)

Parity

Distributed storage (IPFS)

JS IPFS GO IPFS

Smart 
Contract

Website
<html>
…
</html>

Web2
AWSWebsite

<html>
…
</html>

Oracle

Provable

Exchange

Coinbase

Gateway

Infura

ENS 
contract

Token 
contract

EthDNS

Analyse Etherscan

IPFS gtw

Token marketplace

ChainLink

Layer 2

ZKSync

3Box

Name systems

ENS



Interact with Smart contract



Interact with The Graph



Interact with IPFS



Interact with Layer 2 (zkSync)



Create ERC20 token



Interact with Oracle



Interact with Defi



Create ERC721 token



Subjects next time
• Tokens

• More solidity & best practices

• Ethereum nodes (&rpc)

• Ethereum deployment tools (truffle)

• Websites (javascript) to access smart contracts

• IPFS

• Security

• Testing

• Ethereum name system

• Oracles

• TheGraph

• Layer2

Date & Time?



Spare sheets



PC + Browser

IPFS Options

Distributed storage (IPFS)

JS IPFS GO IPFS

Gateway

Infura

Ipfs.io

Local GO IPFS

In browser 
module
JS IPFS

Javascript

Build in GO IPFS


